“Policy on Policy”
DRI Policy Framework
Policy Number:PP12
29th February 2012
Introduction
Policy Development is central to the process of becoming a Trustworthy Digital Repository
(TDR). The RLG-OCLC Report on ‘Trusted digital repositories: Attributes and responsibilities’
explicitly identifies policy development as a central function of TDRs. Similarly, the Trustworthy
Repositories Audit & Certification (TRAC)1 (a certificate process which addresses organisational
infrastructure, Digital Object Management and technologies, technical infrastructure and
security), which outlines the ten basic characteristics of digital preservation repositories,
highlights in policy four that a TDR must have an effective and efficient policy framework". The
ISO standard 16363 for Trusted Digital Repositories is based on the TRAC guidelines.
This document outlines the DRI policy framework, which includes both the policy guidelines we
adopt and the policy instruments we use to ensure robust policy development.
Policy Guidelines
Policies are ‘management instructions on how an organization should be run”2, codified
decisions, a statement of Intent or a commitment. The European Framework for Audit and
Certification of Digital
Repositories has proposed the following certification framework which consists of a sequence of
three levels, in increasing trustworthiness:
1

http://www.crl.edu/sites/default/files/attachments/pages/trac_0.pdf.
2 Tashi, I & Ghernaouti-Hélie, S (2011) Information Security Evaluation. A holistic approach. CRC Press,
Boca Raton
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1. Basic Certification is granted to repositories which obtain DSA certification;
2. Extended Certification is granted to Basic Certification repositories which also perform a
structured, externally reviewed and publicly available self-audit based on ISO 16363 or DIN
31644;
3. Formal Certification is granted to repositories which, in addition to Basic Certification, obtain
full external audit and certification based on ISO 16363 or equivalent DIN 31644.
In order to prepare for this auditing and certification process, DRI adopts the Data Seal of
Approval as our Policy Guideline. In framing policy, we also consult the ISO 16363 guidelines
for additional guidance.
The Data Seal of Approval (DSA) is a “light” self-audit process that outlines 16 quality guidelines
(based on OAIS) relating to which repositories must ensure they have policies and protocols. In
order to obtain a Data Seal of Approval, the repository conducts an online self assessment
process which is then submitted and reviewed by peer archives. The DSA is administered by
DANS (Data Archiving and Networking Service, based in The Netherlands) and the board
includes members from key international archives including the ICPSR (Inter-university
Consortium for Political and Social Research based in the US) and the UK Data Archive.
The framework below requires DRI to develop the following WP4 policy, procedures 3and
guidelines (the DRI deliverables are included to illustrate how they match with the Data Seal of
Approval):

3 Policies are the set of basic principles and associated guidelines, formulated and enforced by the
governing body of an organization, to direct and limit its actions in pursuit of long-term goals. Procedures
are fixed, step-by-step sequence of activities or course of action (with definite start and end points) that
must be followed in the same order to correctly perform a task. Guidelines are recommended practice
that allows some discretion or leeway in its interpretation, implementation, or use.
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Policy, Procedure or

DRI Deliverable

Data Seal of Approval Principal

Guideline4
Acquisitions and Pre-Ingest
Collections Policy

1. The data producer deposits the research
data in a data repository with sufficient
information for others to assess the scientific
and scholarly quality of the research data and
compliance with disciplinary and ethical
norms.

Guide to Data
Preparation and
Archiving

Digital curation practices
Data generation and
preparation for archiving

1. The data producer deposits the research
data in a data repository with sufficient
information for others to assess the scientific
and scholarly quality of the research data and
compliance with disciplinary and ethical
norms.

Depositing Data Guide

1. The data producer deposits the research
data in a data repository with sufficient
information for others to assess the scientific
and scholarly quality of the research data and
compliance with disciplinary and ethical
norms.

Format Policy

Media formats

2. The data producer provides the research

(including policy on

data in formats recommended by the data

non-preferred

repository.

Formats)
Metadata Policy

Metadata standards,
Language issues

3. The data producer provides the research
data together with the metadata requested by
the data repository.

4

This list was drawn up from a review of the DSA audits of the UK Data Archive, the
Archaeological Data Service (ADS) and the ICPSR. Available at
http://assessment.datasealofapproval.org/seals/ (accessed 10th December 2012)
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Ingestion
Ingest Policy or Data

2. The data producer provides the research

Deposit Guides

data in formats recommended by the data
repository.

3. The data producer provides the research
data together with the metadata requested by
the data repository.
Ingest Procedures/

6. The data repository applies documented

Quality Control &

processes and procedures for managing data

Quality Assurance

storage.

Procedures that

7. The data repository has a plan for long-

include
•

term preservation of its digital assets.
Policy on

11. The data repository ensures the integrity

changing and

of the digital objects and the metadata

updating
archived data
•

Policy on
Version Control

Trusted Digital Repository
Preservation Policy
that includes
•

Back up
strategy

•

Migration
Strategy

•

Audit Strategy

•

Disaster
Recovery Plan

Preservation

4. The data repository has an explicit mission
in the area of digital archiving and
promulgates it.
6. The data repository applies documented
processes and procedures for managing data
storage.
7. The data repository has a plan for longterm preservation of its digital assets.
9. The data repository assumes responsibility
from the data producers for access and
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availability of the digital objects
11. The data repository ensures the integrity
of the digital objects and the metadata
Procedural Document

Termination

on Data Lifecycle /

8. Archiving takes place according to explicit
work flows across the data life cycle.

Repository Operations
Policy
Policy on Trusted

13. The technical infrastructure explicitly

Digital Repository

supports the tasks and functions described in

(including statement

internationally accepted archival standards

on OAIS)

like OAIS

DEPOSIT and ACCESS
Depositor Agreement

5. The data repository uses due diligence to

or Licenses

ensure compliance with legal regulations and
contracts including, when applicable,
regulations governing the protection of
human subjects.
7. The data repository assumes responsibility
from the data producers for access and
availability of the digital objects.

Policy on Copyright,

Copyright/intellectual

5. The data repository uses due diligence to

Ownership, IP and

property

ensure compliance with legal regulations and

Data Protection

contracts including, when applicable,
regulations governing the protection of
human subjects.

Policy on Sensitive

Privacy, ethics, consent,

5. The data repository uses due diligence to

Data & Ethical

anonymisation

ensure compliance with legal regulations and

Statement

contracts including, when applicable,
regulations governing the protection of
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human subjects.
Access Policy that
includes
* Breaches Policy
* DOI Policy

Access
Re-use rights
Sharing rights

10. The data repository enables the users to
utilize the research data and refer to them.
14. The data consumer complies with access
regulations set by the data repository
15 The data consumer conforms to and
agrees with any codes of conduct that are
generally accepted in higher education and
scientific research for the exchange and
proper use of knowledge and information.
16. The data consumer respects the
applicable licenses of the data repository
regarding the use of the research data.

Access/End User

9. The data repository assumes responsibility

Licenses that includes

from the data

agreement on use, reuse, access and
ownership.

14. The data consumer complies with access
regulations set by the data repository
15 The data consumer conforms to and
agrees with any codes of conduct that are
generally accepted in higher education and
scientific research for the exchange and
proper use of knowledge and information.
16. The data consumer respects the
applicable licenses of the data repository
regarding the use of the research data.

Policy Cycle
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The policy cycle is a tool used for analyzing the development of a policy item. Eight steps of
policy development are outlined below, with the DRI processes that correspond to each stage.
POLICY LIFE CYCLE (Bridgeman and Davis,

DRI Policy Lifecycle

2007)
1. Issue identification

Review of Data seal of Approval
Guidelines

2.

Policy analysis

Review of National, international
practice, and technical implications

3. Policy instrument development

Development of Policy: Green
Paper: V1

4. Consultation (which permeates the entire
process)

Discussion in appropriate Strands/
Stakeholders/ Demonstration
projects/CIT/ International Advisory
Board etc: Green Paper VI:

5. Coordination

Integration of feedback on policy:
Development of Policy Green
Paper V2

6. Decision

CIT Decision: Policy White Paper
V1

7. Implementation

Publication of Policy White Paper;
Addition to Requirements Database

8. Evaluation
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Policy Process Flow-chart
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Policy Tracking System
A policy Tracking System provides a record of the stages of policy development
DRI maintains a tracking system that captures the following information:

Policy Title
Policy Number

Policy Steps
Reviewed by sub-committee
External Review (if required)
Reviewed by CIT
External Review (if required)

Stage (in the policy lifecycle)
Next Task
Date for review

Policy Manger
Sponsor
Requirement ID
Date CIT Approved
Link to documentation
Notes on process

Dissemination
Publication Plan
Person Responsible for publication
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